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National IoT Security Roadmap

Goals Major Outcomes Beneficiaries

• Indigenous security ecosystem for IoT 
security

• AI powered self adapting IoT security
• PQC enabled IoT systems
• No power cryptography algorithms for 

IoT
• Security on IoT enabled Digital Twins

• AI/ML/DL based IoT security solution
• Enhancement in IoT security and its 

evaluation strategies 
• Secure SoC for IoT devices
• IoT Security with low power and 

lightweight cryptography algorithms
• IoT Security forti�ed with PQC
• IoT device certi�cation

• Enterprises and Businesses
• Consumers and IoT device Manufactures
• IoT S/W and H/W Developers
• Regulatory Bodies and Governments
• Research Community

Short Term Medium Term Long Term


