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BACK GROUND H
EEE

Digital India is a key initiative for the country. In light of the recent attacks, there is increased focus on cyber safety. Recognizing
the need to strengthen the cyber security ecosystem in India, and in alignment with the Honourable Prime Minister's vision for a
'Digital India', the Ministry of Electronics and Information Technology (MeitY), launched the Cyber Surakshit Bharat initiative in
association with National e-Governance Division (NeGD) and industry partners.

CYBER SURAKSHIT BHARAT DEEP DIVE TRAINING :E:

The purpose of the program would be to spread awareness, build capacity as well as enable government departments on steps

that need to be taken to create a Cyber Resilient IT set up.
EEE
TARGET AUDIENCES el

Officers from Central and State/UT Governemnts and subordinate agencies/PSUs, including public sector Banks and Insurance
companies, technical wings of police and security forces

1.Designated Chief Information Security Officers (CISOs),

2.CTOs and Member of Technical /PMU teams, Officers responsible to observe security of the IT systems in their respective
organizations

BATCH SIZE - MAXIMUM 50 PARTICIPANTS




PROGRAMME OBJECTIVE [

The objective of the programme is to educate & enable the Chief Information Security Officers (CISO) & broader IT community
to address the challenges of cyber security.

* Create awareness on the emerging landscape of cyber threats

* Provide in-depth understanding on key activities, new initiatives, challenges and related solutions
* Applicable frameworks, guidelines & policies related to the subject

* Share best practices to learn from success & failures

* Provide key inputs to take informed decision on Cyber Security related issues in their respective functional area

COURSE OVERVIEW [

The 4 days residential regional training programme will be conducted in 5-6 major cities across country. The following areas
would also be covered in detail, from the practitioner perspective, by experts from Government and leading Industries in
the area.

Darknet and darkweb IT act and related legislation
D-DOS attack, service disruption Authentication Protocols
APTs Social media management
Common attack techniques (OS Vulnerabilities) Creating security baselines (Network Protocol Vulnerabilities)
Data Classification and leveling Data Protection
VAPT Log management, tracing, tracking and analysis
Active testing, Black hat testing Cyber Forensic and Cyber Resilience
Cryptography and PKI, Digital Signature Cloud Virtualization and Virtualization Security
e-Sign Architecture, Flow and Usecase Security at Hosting Infrastructure - Cloud
Load Balancing and Secure Network Architecting Incident Handling Mechanism and Response System

BCP/DR, Methods to contain attacks and ensure high avaiability Emerging technology - Opportunities and Threats
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LoGISTICS HEF

This programme is funded by MeitY under Digital India Capacity Building Programmes and no programme fees will be payable
for the target audiences nominated by the Government Departments, PSUs, Autonomous bodies

* The boarding and lodging facility will be provided free of cost .

¢ Following expenses to be borne by the nominating department:
o To & fro travel of the participant to the venue to attend the programme
o Applicable DA/per deim allowance for the training duration

**Spouse/family guest will not be allowed to accompany the participant during any part of the training programme.

NOMINATION PROCESS [k

Interested candidates may apply online through www.tmis.negd.in . Only online nominations will be entertained. The
confirmation of participation and details of venue/ change in date, if any, will only be communicated to the registered email id.
Please ensure registering using active email id.

CUT OFF DATE FOR CONFIRMATION OF NOMINATIONS: One week prior to the date of programme. For example, the cut
off date for programme scheduled on 30 May will be, 22 May 2018, Tuesday of prior week.

STEPS TO FOLLOW:

* To register for the programme please create your login on tmis and select the programme to apply.
* Complete your profile once your login is created

* Register for specific programme by clicking on the link.

* Considering the limited batch size, please note that only short listed will be communicated with confirmation of their
participation in the programme.
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REGION WISE BATCHES LOCATION  DATES 3 DAYS
North- J& K, Chandigarh, Haryana, UP, UK, Punjab, Delhi, Himachal 02 New Delhi ~ 12June - 15 June,18

01 Aug - 04 Aug,18

Bengaluru 27 June - 30 June,18
Chennai 26 Sept - 29 Sept, 18
Hyderabad 10 Oct - 13 Oct, 18

South - Andhra Pradesh, Telangana, Karnataka, Tamil Nadu, 03
Puducherry, Lashadweep, Andaman Nicobar,Kerala, Odisha

West- Maharashtra, Chattisgarh, MP, Goa, Gujarat, Rajasthan, 01 Mumbai 18 July - 21 July, 18
Daman & Diu & DNH

East - Assam, West Bengal, Jharkhand, Bihar, Sikkim, Tripura, 01 Kolkata 05 Sep - 08 Sep,18
Nagaland, Mizoram, Arunachal, Manipur, Meghalaya ’
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CONTACT US

For nomination related queries: write to negdcbpmu@digitalindia.gov.in or call on 011-30481646/607

For online registration issues one www.tmis.negd.in call on 011-30481643
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