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1. Internet Forensics 

2. Multimedia Forensics 
(Image Forensics, Video 
Forensics, Audio Forensics, 
Document Forensics) 

3.Privacy Protection 

4.Malware Forensics 

5.Device/Hardware Forensics 

OSINT and Social Media Analytics 

Source Identification  and Dark Web Forensics  

Link analysis, Vision and Image processing for CSAM Detection (Child Exploitation/Human Trafficking/Drug Trafficking) 

Behavioral and Predative Technologies (Cyber Crimes against Women and Children)  

Cyber Forensics R&D Roadmap of India 

Pornography Detection algorithms – Indian Context 

Data Carving for propriety CCTV Footage reconstruction 

Deepfake Detection through lightweight, Efficient and portable solutions  

Privacy Preserving Digital Forensics, Forensics of Attacks on Private/Protected/Encrypted Data 

Application Vulnerability Forensics, Use of Side Channel in Digital Forensics   

Ransomware Forensics, Anti Forensics   

Drone Forensics, SSD Deleted Data Recovery, Intelligent Storage Media Imaging 

IoT Forensics of various domains, Smart Wearable Forensics of Smart Watches, Healthcare monitoring devices etc.  

GPS Forensics 

Vehicle Forensics 

ICS/SCADA Forensics 

Next Generation Mobile Forensics, 5G/6G Device Forensics 

CCTV Forensics for Event Reconstruction and Fraud Detection leaveraging GAIT biometrics   

Audio Forensic Analysis (Spoofing Detection, Enhancement ...) 

Document Forensic Analysis (Next Generation Security Features including Anti counterfeiting, Suicide Note Analysis, Authenticity Checking of HWD …) 

Image Forensic Analysis (Forgery Detection, Source Identification…) 

Video Forensic Analysis (Enhancement, Forgery Detection  ...) 

Forensics of large scale cyber-attacks like cyber war, cyber terrorism (Internet Forensics) 

Automated DDoS attack detection and self healing system 

Embedded System Forensics/ Firmware Forensics 

Automated real time Anti Phising and Pharming technologies  

6.Financial Technology Forensics 

7.Critical Infrastructure Forensics 

8.Cryptanalysis 

9. Steganalysis 

10. Cloud Forensics 

11.Blockchain Forensics 

12.Further R&D in Existing Areas 

13.Agent Based Attacks 

14. Botnet Forensics 

15.Attacks on AI Systems 

16.Quantum Forensics 

17. Virtual World Forensics 

ATM/Banking Fraud Forensics 

Online Banking Fraud Forensics 

UPI App Fraud Forensics 

Power Sector Critical Infrastructure Forensics including cyber Physical Systems 

Banking Sector Critical Infrastructure Forensics 

Transportation Sector Critical Infrastructure Forensics 

Healthcare Device Forensics and forensic readiness assessment 

Telecom Sector Critical Infrastructure Forensics 

Forensics of Encrypted Data in various Devices(IoT/Smart and other Devices) and Side Channel Attacks for Forensics 

Steganography Attack Detector 

Enterprise/Public/Private Cloud Forensics, Cloud Client Side Forensics 

Cryptocurrency Forensics 

Forensics of Blockchain-based Systems 

Enhancement to existing solutions of Disk Forensics, Mobile Forensics, Live Forensics and Network Forensics 

Intelligent/Automated Agent Attacks 

Automated Botnet Attack Detector 

Forensics of Attacks on/by AI/ML-based systems 

Forensics in the area of Quantum Computing 

Forensics in Metaverse 

Forensics in Virtual Reality 

Data  Poisoning Attack 

Adversarial Machine Learning Attack 

Transfer learning attack  

1. Social Media Analytics Tool 

2. Dark Web Forensics Tool 

3. Pornography Detection - Indian Context Tool 

4. CCTV Footage Analysis Tool 

5. Deepfake Detection Tool 

6. CCTV Forensics for Event Reconstruction Tool 

7. Application Vulnerability Forensics Tool 

8. Ransomware Forensics Tool 

9. Drone Forensics Tool 

10. Vehicle and GPS Forensics Tool 

16. UPI App Fraud Forensics Tool 

17. Cloud Forensics Tool 

18. Cryptocurrency Forensics Tool 

19. Multimedia Forensics Tool 

20. Steganalysis & Steg Forensic Tool 

13. 5G/6G Device Forensics Tool 

14. Database Forensics Tool 

15. ATM / Banking Fraud Forensics Tool 

11. Document Forensics Tool 

12. Botnet Attack  Forensic Tool 

Cyber Forensics Solutions 

2023-2030 

Vision : To make our Country self-reliant in Cyber Forensics 

Forensics in Augmented Reality 

Database Forensics leveraging IR/Data Mining  


