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Abstract— Ransomware typically locks the system to 

prevent users from accessing their own system or personal 

files. Only after receiving ransom demand by the attacker, the 

access is regranted to the user, without which data is 

permanently lost or, in some cases, made publicly available. In 

recent years there has been an exponential rise in number of 

ransomware cases. The attackers have evolved their techniques 

of attack and have become targeted in their attacks. The 

objective of this paper is to furnish an exhaustive 

understanding of ransomware’s threat, present current trends, 

discuss current detecting techniques explored and summarize 

major ransomware groups active in recent years. Lastly, 

probable attack vectors, preventive measures and steps to 

respond in case of ransomware attack are discussed. 

Keywords— Ransomware, RaaS, Threat, Attacker, Ransom, 

Attack vector 

INTRODUCTION 

Ransomware is a kind of malware that locks the system, 
thereby forbidding users from accessing their system or files. 
A ransom demand is made by the attacker in order to regain 
access. If the victim doesn’t pay the ransom demand within a 
defined timeframe, the data is lost [1-3]. Extortion by 
ransomware is not new and has been active since the late 
1980s; in initial cases, the payment was demanded via snail 
mail [4]. Targets can be generalised or specific to 
individuals, organizations or countries speaking a specific 
language. Majorly, the ransom is demanded in the form of 
cryptocurrency. Ransomware can be classified into the 
following four categories [4]: 

Scareware: a pop-up message is received stating that a 
malware infection is discovered and that to remove it, a 
certain amount needs to be paid. If no action is taken, pop-
ups will continue to be bombarded, but no harm to files is 
done.  

Screen lockers: also known as non-encrypting 
ransomware, on starting up the system, a full-size window 
will appear with a logo from a government agency stating an 
illegal activity has been detected on the device and demands 
some amount. The user is not allowed to perform any work 
by locking the screen or flooding the device with pop-ups. 

Encrypting ransomware: also known as crypto-
ransomware, files are encrypted and taken out of the system. 
Payment is demanded in order to decrypt and redeliver.  

Mobile ransomware - affects mobile devices via 
malicious apps or drive-by downloads. A message appears 
that due to some illegal activity, the device is locked and can 
be unlocked after paying a penalty. Due to the provision of 
automated cloud data backups, encryption of data does not 
benefit attackers. 

Attackers have evolved their demand style over time to 
extort more money [5-8]. Earlier attackers encrypted data 
found on a system, and a ransom was demanded 
for 

decrypting it. This was referred to as single extortion. 
Attackers became more advanced and first exfiltrated the 
data to a separate location, then encrypted it. The 
organization is threatened of losing and exposing the data to 
the public domain if a ransom is not paid. This was referred 
to as double extortion. In Triple extortion attacks, the 
organisation is also threatened by a Distributed Denial of 
Service (DDoS) attack. Figure 1 shows the three types of 
exploitation by ransomware. Different attack vectors that can 
infect a device or network by a ransomware attack are as 
follows [4], [5]: 

• Phishing emails, spear phishing and other social
engineering attacks: Cybercriminals often pose as the Law 
enforcement agency with its logo in order to scare users into 
paying them money as a fine for doing some illegal activity.  

• Malvertising and Drive-by downloads: on accessing
an infected webpage without the need for the user’s action, 
malicious code attacks the system. The code scans the 
browser to identify vulnerabilities that can be worked upon 
inject ransomware. 

• Operating system and software vulnerabilities:
unpatched vulnerabilities are used as an attack surface, and 
often ransomware is distributed with the name of patch, 
causing users to download and affect their device. 

• Credential theft: attackers steal or crack authorised
users' credentials to log into a device or network to deploy 
ransomware directly. RDP and Telnet are exploited to gain 
access to a computer remotely. 

• Other malware: malware developed for other
attacks is also used to deliver ransomware to a device. Conti 
ransomware was spread by Trickbot trojan, malware to steal 
banking credentials. 

In this paper, ransomware’s threat is discussed. Current 
trends in 2022 are presented, and major ransomware groups 
active in recent years are summarized. The rest of the paper 
is organised as follows: section II discusses related work in 
the field of ransomware and section III discusses current 
trends. In section IV, a summary of ransomware groups is 
provided. The paper concludes in section V. 

RELATED WORK 

Research has been done in the field of ransomware, 
mainly focusing on detection techniques and analysis of 
samples. Humayun et al. [9] have discussed Ransomware 
threats in IoT devices, while Yaqoob et al. [10] have 
presented some case studies to aware people of the 
vulnerability of IoT devices to ransomware attacks. 

Researchers [11] have worked on detection methods for 
ransomware attacks. Monitoring unusual filesystem and 
registry entries helps in ransomware detection in Windows 
systems. In the Android environment, caution while granting 
access to Apps can help in avoiding ransomware attacks. 
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Fig. 1. Ransomware attacks types 

Researchers [12–15] have exploited API calls to detect 
ransomware. Arabo et al. [12] developed a system which 
monitors API calls of each function used by DLLs to detect 
if the process is ransomware or not. Other details such as the 
disk usage and the thread count are also used in detection. 
The advantage of their system is that the signature database 
is not required and due to this zero-day ransomware attacks 
can also be detected. Hampton et al. [13] also exploited API 
calls to detect ransomware and claimed that calls to file 
system APIs and low-level drivers are unusual for processes. 
The authors supported their claim by presenting an analysis 
of 14 variants of ransomware. Qin et al. [15] exploited API 
calls and Natural Language Processing for ransomware 
detection. Almousa et al. [14] used API calls and machine 
learning techniques for the detection of ransomware.  

Many researchers [14, 16–19] have used a machine 
learning approach to detect and analyse ransomware. 
Sgandurra et al. [16] dynamically analyze and classify 
ransomware using a machine learning approach. The authors 
claimed that different ransomware have a set of common 
features at run-time which helps in the early detection of new 
variants. Registry entry and API calls are two such classes 
with the most pertinent characteristics. However, the 
approach cannot detect ransomware samples that remain 
dormant for a time period, or wait for user action or do not 
perform any action in a sandbox environment. A reverse 
engineering framework using feature generation engines and 
supervised machine learning was developed by Poudyal et al. 
[18] to identify ransomware efficiently. Raw binaries,
assembly codes, libraries, and function calls are analysed.
The authors concluded that static level analysis at the ASM
level and DLL level distinguish ransomware from normal
binaries in a better way. Aljubory and Khammas [20]
presented a method for detection and classifying ransomware
based on machine learning algorithms. Hirano and
Kobayashi [17] used a machine learning model on storage
access patterns of ransomware and of a normal application
and obtained effective behavioural models of ransomware.

Apart from machine learning, other techniques are also 
used by researchers. Cabaj and Mazurczyk [21] claimed that 
software-defined networking could help in avoiding 
ransomware, while Manavi and Hamzeh [22] used 
Convolutional Neural Networks for ransomware detection. 
Poudyal, S. and Dasgupta [23] used an AI-based ransomware 
detection framework. Moore [24] used a honeypot to detect 
ransomware activity.  

A firmware-based Ransomware defence approach has 
been proposed by Baek et al. [25]. It needs to be embedded 

into an SSD controller as a form of firmware. Detection is 
based on the I/O patterns of a host system. The recovery 
algorithm is triggered on the identification of the encryption 
process by delaying the deletion feature of an SSD.  

CURRENT TRENDS 

It is not necessary to develop ransomware in order to 
perform ransomware attacks. Ransomware-as-a-service 
(RaaS) is a business model that provides the attacker with an 
easy entry into ransomware attacks by utilising ransomware 
developed by some other attacker/group [26-30]. The user 
purchases an already existing ransomware for carrying out 
attacks on their own and becomes an affiliate of the 
ransomware group. Ransom payment is shared with the 
developer. It also helps ransomware developers to focus 
better on upgrading the software and earn money for their 
creations without the need to take time and risk to distribute 
their threats. Most of the ransomware groups are providing 
RaaS service. Ransomware groups are spending money to 
attract affiliates with the ultimate aim of increasing their 
business. Ransomware are also available in the digital market 
or dark web for sale. In October 2020, REvil group spent 
USD 1 million on recruiting affiliates [5]. Apart from the 
RaaS model, there are threat actors who obtain login 
credentials of organizations and provide or sell them to other 
actors, referred to as Access brokers. In 2022, more than 
2,500 access posts were observed, a 112% increase in 
comparison to 2021, indicating an increase in popularity [8]. 

Attackers have shifted to using existing tools in the 
operating system or via open-source applications sourced 
from various code repositories for attacks as it helps to avoid 
being caught. Cobalt Strike and Brute Ratel are used for such 
purposes. Microsoft Sysinternals utilities (PsExec) are used 
for lateral movements. Non-Sucking Service Manager is 
used to deploy an executable as a service [3]. 

Difficulty in tracing the money trail due to the use of 
cryptocurrency for ransom; availability of RaaS and lucrative 
advertising by ransomware groups; easy development tools 
to develop ransomware and use of new techniques of 
encryption have attracted a large number of attackers, 
including non-technical attackers into ransomware business; 
thereby resulting in exponential growth in ransomware 
incidents [26]. Figure 2 presents the number of ransomware 
attacks that occurred from 2019 to 2022. As can be observed, 
exponential growth is observed in the number of ransomware 
cases from 2020 to 2021. However, a slight decrease is 
observed from 2021 to 2022. The probable cause of the 
decline is due to attackers becoming more focused on 
attacking lucrative organisations rather than attacking any 
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Fig. 2. Ransomware attacks count globally for the year 2019-2022 [31] 
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organisation. Also, organisations have adopted measures 
for cyber safety. 

Figure 3 presents the number of ransomware attacks in 
top countries/regions in 2022. On comparing the data, it is 
observed that in 2022, the top country affected by 
ransomware was the US, with 1038 posts to extortion sites. 
Around 50% of the world’s ransomware attacks were 
targeted at the US. Other top affected countries were of 
western Europe having developed economies and more 
resources that attract attackers of more chances of getting 
ransom. With an increased economic growth of Asian and 
South American countries, and due to increased usage of IT, 
these countries have become the next favourable choice of 
attackers. Brazil was ahead of India with 55 posts of 
extortion and India ranked ninth in the top 10 list with 41 
posts to extortion [1]. In APAC and Japan region, India is 
second and follows Australia in the list and is then succeeded 
by Japan and Taiwan [32]. 
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Fig. 3. Ransomware attacks count in top countries/regions in 2022 [27] 
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Fig. 4. Percentage increase in the number of ransomware attacks for the 

years 2020-2022 globally and in the APAC region [1] 

In 2022, globally 18% of intrusions involved ransomware 
whereas for Asia-Pacific (APAC) countries, 32% of 
intrusions involved ransomware, signifying an increase in 
ransomware cases in the APAC region [1]. For India, a 53% 
rise in Ransomware incidents is observed in 2022. Figure 4 
represents the percentage increase in the number of 
ransomware attacks for the years 2020-2022 globally and in 
the APAC countries group. 

Once a ransomware attack has occurred, it is important to 
detect it, remove it and make the system back to normal at 
the earliest. Dwell time for a ransomware attack is defined as 
the number of days it takes to detect the attacker present in a 
compromised environment. The lower the dwell time, the 
more prepared the organization is. Intrusions involving 
ransomware had a median dwell time of 9 days in 2022, 

compared to 5 days in 2021 [1]. In India, for ransomware 
attacks dwell time is 10 days for large infrastructure 
networks and 3 days for smaller network infrastructure [3]. 
Figure 5 presents the dwell time of the APAC region, India 
and globally for the year 2022. 

In the initial days, individual systems were easy targets of 
ransomware. Later, cybercriminals began attacking 
organisations and then realized their full potential in making 
easy money. Due to the impact on production, brand damage 
and fear of loss of data and revenue, organisations were 
compelled to pay ransom [4]. Attackers target almost all 
sectors of organisations, including hospitals, government 
agencies, and commercial institutions. The critical 
infrastructure sector is also targeted to disrupt critical 
services that compel them to pay a ransom.  
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Fig. 5. Comparison of dwell time of APAC region, India and globally for 

the year 2022 [1], [3] 

On the basis of the number of posts to extortion, in 2022 
the manufacturing sector was the top sector affected by 
ransomware. 524 posts to extortion were observed in the 
manufacturing sector; while in 2021, 316 ransomware threat 
notes were observed in the manufacturing sector [1]. These 
attacks also include attacks on manufacturer suppliers as 
impacting suppliers severely affects the manufacturing 
sector. For example, Toyota’s suppliers were affected in 
February 2022 and due to this, Toyota was forced to halt 
production. In the Indian context, in 2022 IT & IT enabled 
Services was the top sector affected by ransomware followed 
by Finance and Manufacturing [3]. 

On the basis of average ransom demand, in 2022 the 
business sector noted a maximum increase. The average 
ransom demand raised from an average of $8.4 million in 
2021 to $13.2 million in 2022 [33]. On the basis of the 
average number of records impacted by ransomware attacks 
on businesses, the count raised from 100,000 in 2021 to 
almost 900,000 in 2022. On the basis of the number of 
records impacted by ransomware attacks, in 2022, around 
115 million records were impacted as compared to 49.8 
million records in 2021. 

Worldwide, 2022 saw many ransomware attacks, some of 
them being TransUnion South Africa (54 million records 
affected) and a hack on the AirAsia Group (5 million records 
affected) [28, 33]. 30 organisations on the Forbes Global 
2000 list suffered extortion attempts in 2022 [32]. The Top 
five Ransomware Attacks in 2022 [6]: 

1. Costa Rica Government - In early April, Conti
attacked the finance ministry, private import-export 
businesses, and government services and later in May, HIVE 
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affected the Costa Rican social security fund and the 
healthcare system which resulted in the declaration of a 
national emergency.  

2. Nvidia - In February, Lapsus$ compromised the 
world’s largest semiconductor chip company Nvidia and 
leaked one terabyte of employee credentials and proprietary 
information online. The ransom amount demanded was $1 
million including a breach of confidential information. 

3. Bernalillo County, New Mexico - On January 5, a 
ransomware attack hit the security controls in the 
Metropolitan Detention Center due to which convicts had to 
be restricted to their cells. This led to the de-compliance of 
the agreement and an emergency notice was filed in the 
federal court.  

4. Toyota – During the first quarter of 2022, Toyota 
suppliers were hacked by Lockbit causing the suspension of 
operations at all lines at 14 domestic Japanese plants 
resulting in a dip in Toyota’s overall production capacity.  

5. SpiceJet - In May an attempted ransomware attack on 
India’s SpiceJet airline impacted and slowed down SpiceJet 
flight departures by 6 hours and breached the data of 1.2 
million passengers.  

As per records, India is the ninth most affected country 
by ransomware. Recently in India, LockBit 3.0 attacked 
Fullerton India Credit Ltd., a non-banking financial company 
that claimed to have over 600 GB of sensitive data [27, 29, 
34–37]. The group demanded a ransom of around INR 24 
crores within a period of 5 days to erase all the exfiltrated 
data [37]. The top 5 Ransomware attacks in India [38] 
occurred are:  

1. In February, Jawaharlal Nehru Port Container 
Terminal handling half of all the containers in India was 
reported to have begun turning away ships after a 
ransomware attack.  

2. In May, Indian airline SpiceJet faced ransomware 
attacks on 24th, May or Tuesday night, which slowed the 
departure of flights the next morning. It troubles hundreds of 
passengers stuck in the airport and stranded in several 
locations in the country.  

3. In July, A ransomware attack was carried out on Water 
Resources Department in Goa, responsible for flood 
monitoring systems across all over the regions of Goa.  

4. In October, Tata Power, one of the leading power 
company, faced ransomware attacks on 14th Oct. These 
attacks impacted their IT infrastructure and system.  

5. In November, India’s leading public medical institute 
experienced a cyber-attack impacting primary healthcare 
services - discharge, billing, and patient admission system. 

Nothing is safe from ransomware. Apart from Windows, 
Apple devices were also affected by ransomware. In 2016 
KeRanger ransomware infected an app called Transmission 
and affected Apple devices until Apple released an update. In 
2017 Findzip and MacRansom were discovered and in 2020, 
ThiefQuest (aka EvilQuest) exfiltrated the data and 
encrypted files but was unable to contact users to demand 
ransom. In early 2023, LockBit is observed to start targeting 
Apple devices [39, 40]. 

Data protection and insurance companies are also now in 
the picture. In April 2023, Data protection providers Rubrik 
and Zscaler partnered to enable enhanced ransomware 
protection. The companies integrated Rubrik’s Sensitive 
Data Monitoring & Management SaaS-based data 
classification, discovering and reporting solutions with the 
data loss prevention (DLP) technology in Zscaler’s data 
protection offering, which will be available to the two 
companies’ mutual customers [41]. In April 2023, Rubrik, 
the Zero Trust Data Security Company doubled its 
Ransomware Recovery Warranty to $10 million for 
recovery-related costs [42].  

Law enforcement agencies discourage ransom victims 
from paying ransom as it would motivate other attackers to 
perform ransom attacks. In some cases, it is legally required 
to report ransomware infections. For example, HIPAA 
compliance requires reporting any data breach. As per 2020 
advisory from the US Treasury's Office of Foreign Assets 
Control, legal action would be taken if ransom is paid to 
attackers from countries under US economic sanctions. 
However, due to fear of losing or disclosure of data, 
organisations tend to pay a ransom. In IBM's Cyber Resilient 
Organization Study 2021, more than 60% of companies 
which experienced a ransomware attack, paid a ransom [5].  

RANSOMWARE GROUPS 

There are different ransomware groups active in cyber 
space. For the year 2022, top active ransomware groups by 
posts are LockBit, ALPHV/BlackCat, Conti, BlackBasta, 
Phobos, Hive and Karakurt [30]. Figure 6 shows the 
contribution of top 5 ransomware groups in 2022. The Hive 
ransomware group was reported to be the sixth-most active 
ransomware group in 2022 according to the volume of its 
ransomware notes [1]. For the Indian scenario, Lockbit, 
Makop and DJVU/Stop ransomware were the top 
ransomware. Lockbit, Hive and ALPHV/BlackCat, Black 
Basta targeted large organisations, while Makop and Phobos 
targeted medium and small organisations and at the 
individual level, Djvu/Stop was prevalent. New entries such 
as Vice Society, BlueSky etc. were also observed [3]. Table 
1 gives a summary of prominent ransomware groups. 

From the table, it can be observed that most of the 
ransomware groups are now providing the RaaS service. 
Some of the ransomware utilise the services of access 
brokers.  

 

LockBit

BlackCat
Phobos

Conti

Hive

Others
 

Fig. 6. Top 5 ransomware groups in 2022 [30] 
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TABLE 1:  DIFFERENT RANSOMWARE ACTIVE IN RECENT YEARS 

Ransomw

are 

Active 

since year 

Country of origin Attack method Main features 

ALPHV/Bl

ackCat 

December 

2021 

Russian 

 

considered to be run 
by former members 

of the Darkside and 

Blackmatter  
 

-It uses Rust programming language 

providing fast performance and cross-

platform capabilities, enabling it to target on 
Apple and Linux as well. 

-to modify Windows Defender security 

settings, uses PowerShell throughout the 
victim network 

-double-extortion 

-affiliates get up to 90% of any ransom collected.  

 
 

Black 

Basta 

April 2022. Russian 

 
seems to a rebrand 

of conti and its 

affiliates 

-uses the ChaCha20 algorithm and RSA-

4096 to encrypt files. 
-uses Qakbot trojan and PrintNightmare 

exploit 

-double-extortion 

-compromise organizations based in English-
speaking countries 

-targeting businesses involved in technology, 

insurance, manufacturing, and utilities. 

Conti 
 

2020 Russia-based group -uses customized AES-256 and 
multithreading that makes it much faster 

than most ransomware  

-remove Volume Shadow Copies, security 
checks and disable real time monitor  

-except .DLL, .exe, .sys and .lnk files, 

encrypts all files 

-Mostly affected manufacturing industry 
-managing to obtain more than $50 Million. 

 

CryptoLoc

ker 

 

September 

2013 

Not known -targeted Windows systems 

-used phishing email and Gameover ZeuS 

botnet. 
 

-Ransom of around $3 million was made. 

 

 

DarkSide 

 

August 

2020 

Likely to be 

Russian, but not 
state-sponsored 

 

code is similar to 
that of REvil, 

-uninstalls certain security features and 

backup process.  
-based on a MAC address, a user ID is 

generated that is appended to each filename 

-algorithms- Salsa20  
-Exploited vulnerabilities of VMware ESXi 

hypervisor 

 

-Specifically avoids healthcare centres, schools, 

and non-profit organizations.  
-Checks system language settings and does not 

attack former Soviet-bloc countries and Syrian 

Arabic.  
-attacked the U.S. Colonial Pipeline in May 2021, 

leading to shut down of the pipeline supplying 

45% of the U.S. East Coast's fuel. 

Djvu/Stop 
 

2018 Eastern Europe 
-variant of STOP 

ransomware  

-uses multiple layers of obfuscation to slow 
verification and analysis. 

-focus on Windows operating systems 

-gains access to systems through 
compromised software downloads, whether 

pirated software or a software crack. 

-second most detected ransomware 
-more than 222 ransomware variants. 

-Does not attack CIS countries and terminates 

itself. 
 

Hive June 2021 Russian 
organization 

-Wide variety of initial access methods 
depending on affiliate. 

-Early versions were developed in GoLang 

-terminates backups, restores, anti-virus, 
antispyware, and file copies to avoid anti-

malware.  

-To reduce forensic evidence, it creates batch 
files, containing commands to delete Hive’s 

executable, disc backup copies, snapshots. 

-Double-extortion 
-ransom note contains the login details for the 

HiveLeaks TOR website, which the victim can use 

to pay the ransom. 
-target healthcare and other Government Facilities, 

Communications, Critical Manufacturing and IT. 

 
 

Karakurt 2021 Not known 

-indicated that 
KArakurt and conti 

are managed by the 
same party. 

-doesn't encrypt data, but steals data 

-Threat to sell or post the data on dark web.  
-It uses extensive harassment campaigns 

against victims to shame them 
-Use access brokers 

-prefers small organizations based in the US, the 

UK, Canada, and Germany. 
-targets organizations using single-factor Fortigate 

VPN servers using legitimate Active Directory 
credentials. 

Lockbit September 

2019 

Likely to be Russian -attempts to encrypt data stored at any local 

or remote device 

-ability to self-propagate 
-conceals the executable encrypting file by 

hiding it as the image file. 

- group does not target Russian organizations, or  

former Soviet countries. 

-targets include organizations in the US, China, 
India, Indonesia, Ukraine and Western Europe 

-attacks large enterprises in the healthcare and 

financial domains.  

Makop 2020 Not known -Infect through email attachments (macros), 

torrent websites, malicious ads. 

-uses custom-developed and off-the-shelf 
software tools 

-target companies in Europe and Italy  

Petya and 

NotPetya 

 
 

 

March 

2016 

Russian 

government, 

the Sandworm group  

-Impacts the system by encrypting 

the Master File Table of the NTFS file 

system  
-algorithms used- ECDH and SALSA20.  

 

-In June 2017, a new variant of Petya exploiting 

EternalBlue appeared primarily targeting Ukraine. 

-NotPetya was a wiper with an inability to unlock 
systems once locked. 

-damages total nearly $10 billion 

Phobos 
 

2018 Not known 
- similar to Crysis 

and Dharma virus  

-exploits incorrectly configured Remote 
Desktop Protocols (RDP), 

-phishing campaigns 

-targets smaller organisations and individuals to 
avoid coming into the eyes of law enforcement 

agencies. 

REvil 

 
also known 

May 2020 Russian 

 
Believed to be an 

-uses double-extortion attacks 

-exploited a Kaseya VSA zero-day 
vulnerability of the server platform. 

-attacked a supplier of Apple and stole confidential 

schematics of their forthcoming products 
-group does not target Russian organizations, or  
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as Sodin or 
Sodinokibi 

offshoot from 
GandCrab. DarkSide 

is an offshoot or a 

partner of REvil. 
 

-delivered as a malicious update to the server 
platform.  

 

former Soviet countries.  
-in 2021 attacks against the JBS USA and Kaseya 

Limited, $ 11 million ransom was paid as its entire 

U.S. beef processing operation was disrupted, and 
many of its customers observed significant 

downtime. 

Ryuk 

 

2018 Initially North 

Korean but later 
suspected of being 

Russian criminal 

groups 

-uses Trickbot or Emotet to install itself after 

gaining access to a network's servers.  
-can defeat many anti-malware 

countermeasures  

-can disable backup files when stored on 
shared servers and system restore features.  

-target large, public-entity Microsoft 

Windows cybersystems. 
-ransom demands averaging over $ 1 million. 

-reach is global and has affected U.S. hospitals 

shutting down access to patient records and U.S. 
school systems 

Samsam 

 also 
known as 

MSIL/Sam

as.A 

2015 Eastern European 

hacker group 

-exploit Windows servers and employed 

JexBoss Exploit Kit for accessing vulnerable 
JBoss applications. 

-Use access brokers and propagates through 

the RDP. 

-Mostly targeted critical infrastructure industries 

mostly in the US, but also internationally 
-Directs victims to connect via a Tor hidden 

service site.  

PREVENTIVE MEASURES AND INCIDENT RESPONSE 

Ransomware attack starts by gaining access to the 
system, followed by Reconnaissance, in which Attackers 
identify files containing important data and additional 
credentials to move laterally throughout the network. After 
this, in the Activation phase, the Encryption process starts. 
Deletion of backups and disabling of system restore features 
is done in this phase. Lastly, a ransom note is left in the 
system often via a .txt file or through a pop-up message. It 
contains information to pay the ransom demand. 

A. Protective measures to avoid attacks include: 

It includes defence-in-depth by using layers of defence; 
secure email gateways to provide security from targeted 
attack; secure web gateways to scan and identify malicious 
traffic; monitoring tools for server and network to detect 
anomalies; maintaining proper and tested backups of 
sensitive data and system images on other devices 
disconnected from the network; applying the latest and tested 
patches; providing regular security awareness training and 
drills for users and implementing network protection policies 
such as least privilege, zero-trust architecture, segmentation 
of the network, etc.  

B. Steps for responding to a ransomware  

It is reported that 51% of organizations do not have a 
prescribed ransomware policy [37]. The human error turned 
out to be the primary cause of data breaches in more than 
50% of cases. A tested Business Continuity Plan helps to 
avoid major operational disruption, without which it 
becomes tedious to analyze the harm made to the system and 
then restoration of the affected network. The following steps 
can be taken to minimize damage and quickly return to 
business as usual in case of ransomware attack [26]. 

• Isolate the infected device from the network to 
contain the infection.  

• Disconnect all suspiciously behaving devices from 
the network to stop the spread of infection. 

• Assess the damages by preparing a complete list of 
all affected systems and devices.  

• Identify the entry point by checking for any alerts 
from any active monitoring platform and identify the 
ransomware by scanning encrypted files and ransom note.  

• Reporting the ransomware attack to authorities is 
needed as per the rules of law enforcement agencies. 

• Prioritize the restoration of systems by restoring the 
most critical ones first, followed by eradication of the threat 
from the network. 

• If backup is available, restore the systems from a 
backup. Otherwise, try for decryption options available 
online. 

• In case of unavailability of backups and a 
decryption key, start from scratch. 

CONCLUSION 

Ransomware attackers have evolved their techniques of 
attack from time to time. Starting from single extortion to 
triple extortion, and a target shift from individuals to 
organisations is observed. Now organisations from which 
large quantity of records and more ransom can be obtained 
are attacked. There is an exponential growth in ransomware 
attacks throughout the world. Although in 2022, a slight 
decrease is observed in ransomware attacks, due to more 
focused attacks, the amount of data compromised and 
ransom demand has increased. Researchers have different 
detection techniques, out of which analysis of API calls and 
use of machine learning techniques is most common. 
Different ransomware groups have been active in recent 
years, each having different methods of attack and different 
target organisations. Lastly, proper user awareness and 
preventive measures can only help in avoiding ransomware 
attacks. 
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