
eF. no. 2( I)/2022-CL
Government of India

Ministry of Electronics and Information Technology (MeitY)
(Cyber-Laws and Data Governance group)

Electronic Niketan, 6, CGO Complex
Lodhi Road, New Delhi - I 10 003

Dated 03 November 2023

Office Memorandum

Subject: Gazette Notifications regarding date of appointment on which the provisions of the
Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of 2023), insofar as it
relates to serial numbers 32 and 42 and the entries relating thereto in the Schedule
to the said Act relating to the Information Technology Act, 2000 (21 of 2000) and
the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and
Services) Act, 2016 (18 of2016), shall come into force

The undersigned is directed to convey that vide serial numbers 32 and 42 and the entries
relating thereto in the Schedule to "The Jan Vishwas (Amendment of Provisions) Act, 2023
(18 of 2023)" ["Jan Vishwas Act"] enacted on 11thAugust, 2023, eleven (11) sections of the
Information Technology Act, 2000 ("'IT Act") and one (0 I) section of the Aadhaar (Targeted
Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016 ("Aadhaar Act")
were amended through the said Schedule to the Jan Vishwas Act. The same has been published
in the Gazette Notification on I IthAugust, 2023, and is available at the following link:

https://egazette.gov.in/WriteReadData/2023/248047.pdf

2. In this connection, the undersigned is also directed to invite the attention of the
addressee Ministries/Departments, State Governments/ UT Administrations, UIDAI,
Controller of Certifying Authorities and CERT-[n, for information and action as appropriate,
to this Ministry's following notifications published through the Official Gazette on 31st

October, 2023, namely,-

(i) Notification (Extraordinary) regarding date of appointment on which the provisions of
the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of2023), insofar as it relates
to serial number 32 and the entries relating thereto in the Schedule to the said Act
relating to the Information Technology Act, 2000 (21 of2000), shall come into force.

- Date of appointment is 30th November, 2023.

The said Notification vide S.O. 474S(E) dated 3 1.10.2023 is available at the following
link:
https:/ /egazette.gov .in/W riteReadDa ta/2023/249809. pd f

(ii) Notification (Extraordinary) regarding date of appointment on which the provisions of
the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of2023), insofar as it relates
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to serial number 42 and the entries relating thereto in the Schedule to the said Act
relating to the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits
and Services) Act, 2016 (18 of2016), shall come into force.

- Date of appointment is 30th November, 2023.

The said Notification vide S.O. 4746(E) dated 31.10.2023 is available at the following
link:
https:llegazette.gov.in/WriteReadData/2023/249810.pdf

(iii) Notification (Extraordinary) regarding amendments to the Information Technology
(Qualification and Experience of Adjudicating Officers and Manner of Holding
Enquiry) Rules, 2003 namely- the Information Technology (Qualification and
Experience of Adjudicating Officers and Manner of Holding Enquiry) Amendment
Rules, 2023.
The said Notification vide G.S.R. 808(E) dated 31.10.2023 is available at the following
link:
https:llegazette.gov.in/WriteReadData/2023/249813.pdf

Copy of the above notifications vide paragraph 2 (i) to (iii) are also enclosed herewith vide
Annexures-I to III.

3. The amendment provisions relating to the IT Act and Aadhaar Act under the Jan
Vishwas (Amendment of Provisions) Act, 2023 are enclosed herewith vide Annexure-IV.
Further, the amended provisions in respect of II sections under the IT Act and in respect of 01
section under the Aadhaar Act as they stand after enactment of the Jan Vishwas (Amendment
of Provisions) Act, 2023, are placed at Annexure-V.

4. This issues with the approval of the Secretary, MeitY.
. AA J/Jrb.. '-)..N~~f o~\\,\~Q
(Notan Roy)
Scientist E

Tel.: 011-24301706
Email: notan.roy@meity.gov.in

To:
(1) All Secretaries to the Government of India (As per list)
(2) ChiefSecretariesl Administrators, All State Governments I UT Administrations

(As per list)
(3) CEO, UIDAI, MeitY
(4) Controller of Certifying Authorities, MeitY
(5) DG, CERT-In
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Important Links for accessing the Gazette Notifications 

(i) Notification (Extraordinary) regarding date of appointment on which the provisions of 

the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of 2023), insofar as it relates 

to serial number 32 and the entries relating thereto in the Schedule to the said Act 

relating to the Information Technology Act, 2000 (21 of 2000), shall come into force.  

- Date of appointment is 30th November, 2023. 

The said Notification vide S.O. 4745(E) dated 31.10.2023 is available at the following 

link: 

https://egazette.gov.in/WriteReadData/2023/249809.pdf 

(ii) Notification (Extraordinary) regarding date of appointment on which the provisions of 

the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of 2023), insofar as it relates 

to serial number 42 and the entries relating thereto in the Schedule to the said Act 

relating to the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits 

and Services) Act, 2016 (18 of 2016), shall come into force.  

- Date of appointment is 30th November, 2023. 

The said Notification vide S.O. 4746(E) dated 31.10.2023 is available at the following 

link: 

https://egazette.gov.in/WriteReadData/2023/249810.pdf 

(iii)  Notification (Extraordinary) regarding amendments to the Information Technology 

(Qualification and Experience of Adjudicating Officers and Manner of Holding 

Enquiry) Rules, 2003 namely- the Information Technology (Qualification and 

Experience of Adjudicating Officers and Manner of Holding Enquiry) Amendment 

Rules, 2023. 

The said Notification vide G.S.R. 808(E) dated 31.10.2023 is available at the following 

link: 

https://egazette.gov.in/WriteReadData/2023/249813.pdf 
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Annexure-I
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Annexure-II 
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Annexure-III 
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Annexure-IV 

Amendment provisions relating to the Information Technology Act, 2000 and the 

Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) 

Act, 2016 under the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of 2023) 

THE SCHEDULE 

Sl. 

No. 
Year No. Short title Amendments 

(1) (2) (3) (4) (5) 

32. 2000 21 The 

Information 

Technology 

Act, 2000 

 (***) 

(A) In section 33, in sub-section (2), for the words 

“punished with imprisonment which may extend up 

to six months or a fine which may extend up to ten 

thousand rupees or with both”, the words “liable to 

penalty which may extend to five lakh rupees” shall 

be substituted. 

(B) In section 44,— 

(i) in clause (a), for the words “one lakh and 

fifty thousand” the words “fifteen lakh” shall be 

substituted; 

(ii) in clause (b), for the words “five thousand”, 

the words “fifty thousand” shall be substituted; 

(iii) in clause (c), for the words “ten thousand”, 

the words “one lakh” shall be substituted. 

(C) In section 45,— 

(i) for the words “rules or regulations”, the 

words “rules, regulations, directions or orders” 

shall be substituted; 

(ii) for the words “compensation not exceeding 

twenty-five thousand rupees to the person 

affected by such contravention or a penalty not 

exceeding twenty-five thousand rupees”, the 

following shall be substituted, namely:- 
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“penalty not exceeding one lakh rupees, 

in addition to compensation to the person 

affected by such contravention not exceeding— 

(a) ten lakh rupees, by an intermediary, 

company or body corporate; or 

(b) one lakh rupees, by any other 

person.”. 

 

(D) In section 46,— 

(i) in sub-section (1), for the words “under this 

Chapter”, the words “under this Act” shall be 

substituted; 

(ii) in sub-section (1A), the words “injury or” 

at both the places where they occur shall be 

omitted. 

(E) Section 66A shall be omitted. 

(F) In section 67C, in sub-section (2), for the words 

“punished with an imprisonment for a term which 

may extend to three years and also be liable to 

fine”, the words “liable to penalty which may 

extend to twenty-five lakh rupees” shall be 

substituted. 

(G) In section 68, in sub-section (2), for the words 

“on conviction to imprisonment for a term not 

exceeding two years or a fine not exceeding one 

lakh rupees or with both”, the words “to penalty 

which may extend to twenty-five lakh rupees” shall 

be substituted. 

(H) In section 69B, in sub-section (4), for the words 

“three years and shall also be liable to fine”, the 

words “one year or shall be liable to fine which may 

extend to one crore rupees, or with both” shall be 

substituted. 

(I) In section 70B, in sub-section (7), for the words 

“one lakh”, the words “one crore” shall be 

substituted. 
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(J) In section 72, for the words “punished with 

imprisonment for a term which may extend to two 

years, or with fine which may extend to one lakh 

rupees, or with both”, the words “liable to penalty 

which may extend to five lakh rupees” shall be 

substituted. 

(K) In section 72A,— 

(i) in the marginal heading, for the word 

“Punishment”, the word “Penalty” shall be 

substituted; 

(ii) for the words “punished with imprisonment 

for a term which may extend to three years, or 

with fine which may extend to five lakh rupees, 

or with both”, the words “liable to penalty 

which may extend to twenty-five lakh rupees” 

shall be substituted. 

42. 2016 18 The Aadhaar 

(Targeted 

Delivery of 

Financial and 

Other 

Subsidies, 

Benefits and 

Services) Act, 

2016 

In section 41, for the words “punishable with 

imprisonment which may extend to one year or 

with a fine which may extend to ten thousand 

rupees or, in the case of a company, with a fine 

which may extend to one lakh rupees or with both”, 

the words “liable to penalty which may extend to 

one lakh rupees, or in the case of a company, with 

penalty which may extend to ten lakh rupees” shall 

be substituted. 
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Annexure-V 

The amended provisions in respect of 11 sections under the IT Act and in respect 01 

section under the Aadhaar Act as they stand after enactment of the Jan Vishwas 

(Amendment of Provisions) Act, 2023 

Act Sections Earlier provisions Amended provisions 

(1) (2) (3) (4) 

The 

Information 

Technology 

Act, 2000 

33 33. Surrender of licence.—(1) 

Every Certifying Authority 

whose licence is suspended or 

revoked shall immediately after 

such suspension or revocation, 

surrender the licence to the 

Controller. 

(2) Where any Certifying 

Authority fails to surrender a 

licence under sub-section (1), 

the person in whose favour a 

licence is issued, shall be guilty 

of an offence and shall be 

punished with imprisonment 

which may extend up to six 

months or a fine which may 

extend up to ten thousand 

rupees or with both. 

 

33. Surrender of licence.—(1) 

Every Certifying Authority 

whose licence is suspended or 

revoked shall immediately after 

such suspension or revocation, 

surrender the licence to the 

Controller. 

(2) Where any Certifying 

Authority fails to surrender a 

licence under sub-section (1), the 

person in whose favour a licence 

is issued, shall be liable to 

penalty which may extend to 

five lakh rupees. 

 

 
44 

44. Penalty for failure to 

furnish information, return, 

etc.—If any person who is 

required under this Act or any 

rules or regulations made 

thereunder to— 

(a) furnish any document, 

return or report to the 

Controller or the Certifying 

Authority fails to furnish 

the same, he shall be liable 

to a penalty not exceeding 

one lakh and fifty thousand 

44. Penalty for failure to 

furnish information, return, 

etc.—If any person who is 

required under this Act or any 

rules or regulations made 

thereunder to— 

(a) furnish any document, return 

or report to the Controller or 

the Certifying Authority fails 

to furnish the same, he shall 

be liable to a penalty not 

exceeding fifteen lakh 

rupees for each such failure; 
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rupees for each such 

failure; 

(b) file any return or furnish 

any information, books or 

other documents within the 

time specified therefor in 

the regulations fails to file 

return or furnish the same 

within the time specified 

therefor in the regulations, 

he shall be liable to a 

penalty not exceeding five 

thousand rupees for every 

day during which such 

failure continues; 

(c) maintain books of account 

or records, fails to maintain 

the same, he shall be liable 

to a penalty not exceeding 

ten thousand rupees for 

every day during which the 

failure continues. 

 

(b) file any return or furnish any 

information, books or other 

documents within the time 

specified therefor in the 

regulations fails to file return 

or furnish the same within 

the time specified therefor in 

the regulations, he shall be 

liable to a penalty not 

exceeding fifty thousand 

rupees for every day during 

which such failure 

continues; 

(c) maintain books of account or 

records, fails to maintain the 

same, he shall be liable to a 

penalty not exceeding one 

lakh rupees for every day 

during which the failure 

continues. 

 

 
45 45. Residual penalty.—

Whoever contravenes any rules 

or regulations made under this 

Act, for the contravention of 

which no penalty has been 

separately provided, shall be 

liable to pay a compensation not 

exceeding twenty-five thousand 

rupees to the person affected by 

such contravention or a penalty 

not exceeding twenty-five 

thousand rupees. 

 

45. Residual penalty.—Whoever 

contravenes any rules, 

regulations, directions or 

orders made under this Act, for 

the contravention of which no 

penalty has been separately 

provided, shall be liable to pay a 

penalty not exceeding one lakh 

rupees, in addition to 

compensation to the person 

affected by such contravention 

not exceeding— 

(a) ten lakh rupees, by an 

intermediary, company 

or body corporate, or 

(b) one lakh rupees, by any 

other person. 
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46 

46. Power to adjudicate—(1) 

For the purpose of adjudging 

under this Chapter whether any 

person has committed a 

contravention of any of the 

provisions of this Act or of any 

rule, regulation, direction or 

order made thereunder which 

renders him liable to pay 

penalty or compensation, the 

Central Government shall, 

subject to the provisions of sub-

section (3), appoint any officer 

not below the rank of a Director 

to the Government of India or 

an equivalent officer of a State 

Government to be an 

adjudicating officer for holding 

an inquiry in the manner 

prescribed by the Central 

Government. 

 

(1A) The adjudicating officer 

appointed under sub-section (1) 

shall exercise jurisdiction to 

adjudicate matters in which the 

claim for injury or damage does 

not exceed rupees five crore: 

Provided that the 

jurisdiction in respect of the 

claim for injury or damage 

exceeding rupees five crores 

shall vest with the competent 

court. …….. 

 

46. Power to adjudicate—(1) 

For the purpose of adjudging 

under this Act whether any 

person has committed a 

contravention of any of the 

provisions of this Act or of any 

rule, regulation, direction or order 

made thereunder which renders 

him liable to pay penalty or 

compensation, the Central 

Government shall, subject to the 

provisions of sub-section (3), 

appoint any officer not below the 

rank of a Director to the 

Government of India or an 

equivalent officer of a State 

Government to be an adjudicating 

officer for holding an inquiry in 

the manner prescribed by the 

Central Government. 

 

(1A) The adjudicating officer 

appointed under sub-section (1) 

shall exercise jurisdiction to 

adjudicate matters in which the 

claim for damage does not exceed 

rupees five crore: 

Provided that the jurisdiction 

in respect of the claim for 

damage exceeding rupees five 

crores shall vest with the 

competent court. …….. 

 

 
66A 

66A. Punishment for sending 

offensive messages through 

communication service, etc.—

Any person who sends, by 

Section 66A shall be omitted 
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means of a computer resource or 

a communication device,—  

(a) any information that is 

grossly offensive or 

has menacing 

character; or  

…. 

 
67C 

67C. Preservation and 

retention of information by 

intermediaries.—(1) 

Intermediary shall preserve and 

retain such information as may 

be specified for such duration 

and in such manner and format 

as the Central Government may 

prescribe. 

(2) Any intermediary who 

intentionally or knowingly 

contravenes the provisions of 

sub-section (1) shall be 

punished with an imprisonment 

for a term which may extend to 

three years and also be liable to 

fine. 

67C. Preservation and retention 

of information by 

intermediaries.—(1) 

Intermediary shall preserve and 

retain such information as may be 

specified for such duration and in 

such manner and format as the 

Central Government may 

prescribe. 

(2) Any intermediary who 

intentionally or knowingly 

contravenes the provisions of 

sub-section (1) shall be liable to 

penalty which may extend to 

twenty-five lakh rupees. 

 

 
68 

68. Power of Controller to give 

directions.—(1) The Controller 

may, by order, direct a 

Certifying Authority or any 

employee of such Authority to 

take such measures or cease 

carrying on such activities as 

specified in the order if those 

are necessary to ensure 

compliance with the provisions 

of this Act, rules or any 

regulations made thereunder. 

(2) Any person who 

intentionally or knowingly 

fails to comply with any order 

under sub-section (1) shall be 

68. Power of Controller to give 

directions.—(1) The Controller 

may, by order, direct a Certifying 

Authority or any employee of 

such Authority to take such 

measures or cease carrying on 

such activities as specified in the 

order if those are necessary to 

ensure compliance with the 

provisions of this Act, rules or 

any regulations made thereunder. 

(2) Any person who 

intentionally or knowingly fails 

to comply with any order under 

sub-section (1) shall be guilty of 

an offence and shall be liable to 
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guilty of an offence and shall 

be liable on conviction to 

imprisonment for a term not 

exceeding two years or a fine 

not exceeding one lakh rupees 

or with both. 

 

penalty which may extend to 

twenty-five lakh rupees. 

 
69B 

69B. Power to authorise to 

monitor and collect traffic 

data or information through 

any computer resource for 

cyber security.—(1) The 

Central Government may, to 

enhance cyber security and for 

identification, analysis and 

prevention of intrusion or 

spread of computer contaminant 

in the country, by notification in 

the Official Gazette, authorise 

any agency of the Government 

to monitor and collect traffic 

data or information generated, 

transmitted, received or stored 

in any computer resource. 

(2) …. 

(3) …. 

(4) Any intermediary who 

intentionally or knowingly 

contravenes the provisions of 

sub-section (2) shall be 

punished with an imprisonment 

for a term which may extend to 

three years and shall also be 

liable to fine. …… 

 

69B. Power to authorise to 

monitor and collect traffic data 

or information through any 

computer resource for cyber 

security.—(1) The Central 

Government may, to enhance 

cyber security and for 

identification, analysis and 

prevention of intrusion or spread 

of computer contaminant in the 

country, by notification in the 

Official Gazette, authorise any 

agency of the Government to 

monitor and collect traffic data or 

information generated, 

transmitted, received or stored in 

any computer resource. 

(2) …. 

(3) …. 

(4) Any intermediary who 

intentionally or knowingly 

contravenes the provisions of 

sub-section (2) shall be punished 

with an imprisonment for a term 

which may extend to one year or 

shall be liable to fine which 

may extend to one crore rupees, 

or with both. …… 

 

 
70B 

70B. Indian Computer 

Emergency Response Team to 

serve as national agency for 

incident response.—(1) The 

Central Government shall, by 

70B. Indian Computer 

Emergency Response Team to 

serve as national agency for 

incident response.—(1) The 

Central Government shall, by 
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notification in the Official 

Gazette, appoint an agency of 

the Government to be called the 

Indian Computer Emergency 

Response Team. 

(2) to (5) … 

 

(6) For carrying out the 

provisions of sub-section (4), 

the agency referred to in sub-

section (1) may call for 

information and give direction 

to the service providers, 

intermediaries, data centres, 

body corporate and any other 

person. 

(7) Any service provider, 

intermediaries, data centres, 

body corporate or person who 

fails to provide the information 

called for or comply with the 

direction under sub-section (6), 

shall be punishable with 

imprisonment for a term which 

may extend to one year or with 

fine which may extend to one 

lakh rupees or with both. 

(8) …. 

notification in the Official 

Gazette, appoint an agency of the 

Government to be called the 

Indian Computer Emergency 

Response Team. 

(2) to (5) … 

 

(6) For carrying out the 

provisions of sub-section (4), the 

agency referred to in sub-section 

(1) may call for information and 

give direction to the service 

providers, intermediaries, data 

centres, body corporate and any 

other person. 

(7) Any service provider, 

intermediaries, data centres, body 

corporate or person who fails to 

provide the information called for 

or comply with the direction 

under sub-section (6), shall be 

punishable with imprisonment for 

a term which may extend to one 

year or with fine which may 

extend to one crore rupees or 

with both. 

(8) …. 

 
72 72. Penalty for breach of 

confidentiality and privacy.—

Save as otherwise provided in 

this Act or any other law for the 

time being in force, if any 

person who, in pursuance of any 

of the powers conferred under 

this Act, rules or regulations 

made thereunder, has secured 

access to any electronic record, 

book, register, correspondence, 

72. Penalty for breach of 

confidentiality and privacy.—

Save as otherwise provided in 

this Act or any other law for the 

time being in force, if any person 

who, in pursuance of any of the 

powers conferred under this Act, 

rules or regulations made 

thereunder, has secured access to 

any electronic record, book, 

register, correspondence, 
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information, document or other 

material without the consent of 

the person concerned discloses 

such electronic record, book, 

register, correspondence, 

information, document or other 

material to any other person 

shall be punished with 

imprisonment for a term which 

may extend to two years, or 

with fine which may extend to 

one lakh rupees, or with both. 

information, document or other 

material without the consent of 

the person concerned discloses 

such electronic record, book, 

register, correspondence, 

information, document or other 

material to any other person shall 

be liable to penalty which may 

extend to five lakh rupees. 

 
72A 72A. Punishment for 

disclosure of information in 

breach of lawful contract.—

Save as otherwise provided in 

this Act or any other law for the 

time being in force, any person 

including an intermediary who, 

while providing services under 

the terms of lawful contract, has 

secured access to any material 

containing personal information 

about another person, with the 

intent to cause or knowing that 

he is likely to cause wrongful 

loss or wrongful gain discloses, 

without the consent of the 

person concerned, or in breach 

of a lawful contract, such 

material to any other person, 

shall be punished with 

imprisonment for a term which 

may extend to three years, or 

with fine which may extend to 

five lakh rupees, or with both. 

72A. Penalty for disclosure of 

information in breach of lawful 

contract.—Save as otherwise 

provided in this Act or any other 

law for the time being in force, 

any person including an 

intermediary who, while 

providing services under the 

terms of lawful contract, has 

secured access to any material 

containing personal information 

about another person, with the 

intent to cause or knowing that he 

is likely to cause wrongful loss or 

wrongful gain discloses, without 

the consent of the person 

concerned, or in breach of a 

lawful contract, such material to 

any other person, shall be liable 

to penalty which may extend to 

twenty-five lakh rupees. 

The 

Aadhaar 

(Targeted 

Delivery of 

Financial 

41 41. Penalty for non-

compliance with intimation 

requirements.—Whoever, 

being an enrolling agency or a 

requesting entity, fails to 

41. Penalty for non-compliance 

with intimation 

requirements.—Whoever, being 

an enrolling agency or a 

requesting entity, fails to comply 
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and Other 

Subsidies, 

Benefits 

and 

Services) 

Act, 2016 

comply with the requirements of 

sub-section (2) of section 3 or 

sub-section (3) of section 8, 

shall be punishable with 

imprisonment which may 

extend to one year or with a fine 

which may extend to ten 

thousand rupees or, in the case 

of a company, with a fine which 

may extend to one lakh rupees 

or with both. 

with the requirements of sub-

section (2) of section 3 or sub-

section (3) of section 8, shall be 

liable to a penalty which may 

extend to one lakh rupees, or in 

the case of a company, with 

penalty which may extend to 

ten lakh rupees. 

 


